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S O L U T I O N  S H E E T

F O R  L AW  E N F O R C E M E N T  &  P U B L I C  S A F E T Y

Security testing for mission-critical AI that can't tolerate
downtime, data exposure, or unverified deployment.
Dispatch, records, and investigative AI systems don't get a second chance at a failure. RedLens tests for containment escapes and

adversarial attacks before deployment, runs fully air-gapped when your environment requires it, and maps every finding to the NIST AI

RMF.

T H E  C H A L L E N G E

Dispatch, 911 triage, and records-query AI are mission-critical — a failure isn't just downtime, it's a public-safety event.

AI agents that can break out of their sandbox ("containment escape") could take unauthorized action or expose data outside their intended scope.

Many environments can't route traffic to an external service and require a fully disconnected deployment.

H OW  R E D L E N S  H E L P S

Air-Gapped Deployment

A full self-hosted Docker deployment on Enterprise, on-premise, with no outbound network dependency required to run assessments.

Containment-Escape Detection

Tests specifically for AI sandbox escape: network escape, behavioral deviation, and micro-step attack chains — part of the Master Attack Schema v2.0.

Digital Twin Sandbox

Synthetic, clearly-labeled dispatch and records-style data — mock incident logs, unit IDs, case identifiers — none derived from real calls or records.

Evidence Packages

Point-in-time, auditor-ready records of what testing actually captured, mapped to NIST AI RMF — evidence-recorded, partial, or gap. Documents evidence, never

certifies compliance.

C O M P L I A N C E  &  D E P LOY M E N T

Every finding maps to the NIST AI Risk Management Framework, and Enterprise deployments can add a custom SLA negotiated as part of the engagement.

Straight talk on certification: RedLens does not currently hold CJIS compliance, FedRAMP authorization, or any other government certification. What's available today is

NIST AI RMF-mapped findings, air-gapped Docker deployment, and a custom SLA on Enterprise. If your deployment requires formal CJIS or FedRAMP certification, evaluate

accordingly and talk to us directly about your specific requirements.

P R I C I N G

Air-gapped, self-hosted Docker deployment with a custom SLA is available on the Enterprise tier, starting at $150k/yr with custom pricing for

complex, multi-environment deployments.

PLAN PRICE WHAT’S INCLUDED

Developer $799/mo 1 AI agent under test, self-serve, no procurement call required

Professional $8,000/mo Up to 25 monitored production workflows, 50,000 attack simulations/mo

Enterprise $150k/yr+ Unlimited workflows, air-gapped Docker deployment, custom SLA available

Find out if your dispatch or records AI can be broken out of — before someone else finds out first.

Run a free assessment: redlens.ai/poc  ·  Book a demo: calendly.com/redlensai/30min  ·  sales@redlens.ai
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