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S O L U T I O N  S H E E T

F O R  H E A LT H C A R E  O R G A N I Z AT I O N S

The only AI security platform built around healthcare

compliance from day one.
Hospitals, health systems, and healthcare AI vendors are deploying AI faster than compliance teams can review it. RedLens maps every

finding to HIPAA and NIST AI RMF automatically, tests AI touching patient data without ever exposing real PHI, and starts with a free

assessment.

T H E  C H A L L E N G E

Clinical and administrative AI is being adopted faster than security or compliance can review it.

Testing AI that touches patient data risks exposing real PHI in the process.

General-purpose AI security platforms don't map findings to HIPAA — that translation becomes a separate project for your team.

H OW  R E D L E N S  H E L P S

Digital Twin Sandbox

Synthetic, clearly-labeled EHR-style records (fake names, MRNs, diagnoses) so clinical AI is tested adversarially without any real patient record entering the
assessment.

PHI Egress Scan

Pattern-based read on PHI-shaped content heading to an AI vendor with no BAA on file — a signal for compliance review, not a determination.

Vendor AI Assessment

Black-box adversarial testing of the healthcare AI vendors in your stack, gated behind recorded vendor-side authorization. Produces a Vendor AI Safety Scorecard.

Evidence Packages

Point-in-time, auditor-ready records mapped to HIPAA Security Rule sections and NIST AI RMF — evidence-recorded, partial, or gap. Documents evidence, never
certifies compliance.

C O M P L I A N C E  &  D E P LOY M E N T

HIPAA §164.x, NIST AI RMF, and OWASP LLM Top 10 mapping ships on every scan report — not a separate compliance project.

RedLens is in the process of SOC 2 Type II certification, targeting Q3 2027. Infrastructure runs on Railway (SOC 2 Type II certified) and Anthropic (SOC 2 Type II certified). A

signed BAA is available on request.

Evidence packages document what testing actually captured — evidence-recorded, partial, or gap — and are explicitly not a certified compliance audit or legal attestation.

P R I C I N G

Enterprise-grade AI red teaming from peers like HiddenLayer and Palo Alto Prisma AIRS typically starts north of $500K/yr. RedLens starts with a free

assessment and a self-serve plan from $799/mo — accessible to community hospitals, not just health systems with a seven-figure security budget.

PLAN PRICE WHAT’S INCLUDED

Developer $799/mo 1 AI agent under test, self-serve, no procurement call required

Professional $8,000/mo Up to 25 monitored production workflows, 50,000 attack simulations/mo

Enterprise $150k/yr+ Unlimited workflows, air-gapped Docker deployment, custom SLA available

See what an attacker would find in your clinical AI — in 10 minutes.

Run a free assessment: redlens.ai/poc  ·  Book a demo: calendly.com/redlensai/30min  ·  sales@redlens.ai
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